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D.4 Interagency Connection Agreement 

 

CRIMINAL JUSTICE INFORMATION SERVICES (CJIS) 

Wide Area Network (WAN) USER AGREEMENT 

BY INTERIM REMOTE LATENT USERS 

 

  The responsibility of the FBI CJIS Division is to provide state-of-the-art 

identification and information services to the local, state, federal, and international criminal justice 

communities, as well as the civil community for licensing and employment purposes.  The data 

provided by the information systems administered and maintained by the FBI CJIS Division are 

routed to and managed in cooperation with the designated interface agency official.  This 

information includes, but is not limited to, the Interstate Identification Index (III), National Crime 

Information Center (NCIC), Uniform Crime Reporting (UCR)/National Incident-Based Reporting 

System (NIBRS), and the Integrated Automated Fingerprint Identification System (IAFIS) 

programs. 

 

  In order to fulfill this responsibility, the FBI CJIS Division provides the following 

services to its users: 

 

 Operational, technical, and investigative assistance; 

 

 Telecommunications lines to local, state, federal and authorized interfaces; 

 

 Legal and legislative review of matters pertaining to IAFIS, CJIS WAN 

and other related services; 

 

 Timely information on all aspects of IAFIS, CJIS WAN, and other related 

programs by means of technical and operational updates, various 

newsletters, and other relative documents; 

 

 Shared management through the CJIS Advisory Process and the Compact 

Council; 

 

 Training assistance and up-to-date materials provided to each designated 

agency official, and; 

 

 Audit. 



 

06/01/2020   
CJISD-ITS-DOC-08140-5.9 

D-17 

 

 The concept behind a designated interface agency official is to unify responsibility 

for system user discipline and ensure adherence to system procedures and policies within each 

interface agency.  These individuals are ultimately responsible for planning necessary hardware, 

software, funding, training, and the administration of policy and procedures including security and 

integrity for complete access to CJIS related systems and CJIS WAN related data services by 

authorized agencies. 

 

 The following documents and procedures are incorporated by reference and made 

part of this agreement: 

 

 CJIS Security Policy; 

 

 Title 28, Code of Federal Regulations, Part 20; 

 

 Computer Incident Response Capability (CIRC); 

 

 Applicable federal and state laws and regulations. 

 

To ensure continued access as set forth above, the designated interface agency agrees to adhere to 

all CJIS policies, including, but not limited to, the following: 

 

 1. The signatory criminal agency will provide fingerprints for all qualifying arrests 

either via electronic submission or fingerprint card that meet submission 

criteria.  In addition, the agency will make their records available for interstate 

exchange for criminal justice and other authorized purposes. 

 

2. The signatory civil agency with legislative authority will provide all qualifying 

fingerprints via electronic submission or fingerprint card that meet submission 

criteria. 

 

 3. Appropriate and reasonable quality assurance procedures must be in place to 

ensure that only complete, accurate, and valid information is maintained in the 

system. 

 

 4. Security - Each agency is responsible for appropriate security measures as 

applicable to physical security of terminals and telecommunications lines;  

Interim Distributed Imaging System (IDIS) equipment shall remain stand-alone 
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devices and  be used only for authorized purposes;  personnel security to meet 

background screening requirements; technical security to protect against 

unauthorized use; data security, dissemination, and logging for audit purposes; 

and actual security of criminal history records.  Additionally, each agency must 

establish an information security structure that provides for an Information 

Security Officer (ISO) or a security point of contact. 

 

 5. Audit - Each agency shall be responsible for complying with the appropriate audit 

requirements. 

 

 6. Training - Each agency shall be responsible for training requirements, including 

compliance with training mandates. 

 

 7. Integrity of the system shall be in accordance with FBI CJIS Division and 

interface agency policies.  Computer incident reporting shall be implemented. 

 

  Until states are able to provide remote latent connectivity to their respective latent 

communities via a state WAN connection, the CJIS Division may provide direct connectivity to 

IAFIS via a dial-up connection or through the Combined DNA Index System (CODIS) and/or 

National Integrated Ballistics Information Network (NIBIN) connections.  When a state 

implements a latent management system and is able to provide intrastate connectivity and 

subsequent forwarding to IAFIS, this agreement may be terminated.  Such termination notice will 

be provided in writing by either the FBI or the state CJIS Systems Agency. 

 

  It is the responsibility of the local remote latent user to develop or acquire an IAFIS 

compatible workstation.  These workstations may use the software provided by the FBI or develop 

their own software, provided it is IAFIS compliant. 

 

  The CJIS Division will provide the approved modem and encryptors required for 

each dial-up connection to IAFIS.  The CJIS Communication Technologies Unit will configure 

and test the encryptors before they are provided to the user.   Users requesting remote latent 

connectivity through an existing CODIS and/or NIBIN connection must receive verification from 

the FBI that there are a sufficient number of Ethernet ports on the router to accommodate the 

request. 

 

  If at any time search limits are imposed by the CJIS Division, these individual 

agency connections will be counted toward the total state allotment. 
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ACKNOWLEDGMENT AND CERTIFICATION 

 

  As a CJIS WAN interface agency official serving in the CJIS system, I hereby 

acknowledge the duties and responsibilities as set out in this agreement.  I acknowledge that these 

duties and responsibilities have been developed and approved by CJIS system users in order to 

ensure the reliability, confidentiality, completeness, and accuracy of all information contained in 

or obtained by means of the CJIS system.  I further acknowledge that a failure to comply with 

these duties and responsibilities may subject our agency to various sanctions adopted by the CJIS 

Advisory Policy Board and approved by the Director of the FBI.  These sanctions may include the 

termination of CJIS service. 

 

  As the designated CJIS WAN interface agency official serving in the CJIS system, 

I hereby certify that I am familiar with the contents of the Title 28, Code of Federal Regulations, 

Part 20; CJIS Security Policy; Computer Incident Response Capability; and applicable federal or 

state laws and regulations applied to IAFIS and CJIS WAN Programs for the dissemination of 

criminal history records for criminal and noncriminal justice purposes. 

 

*___________________________________   ______________________________ 

Signature              Print or Type 

 

                                                                                               

CJIS WAN Agency Official                                           Date 

 

 

CONCURRENCE OF FEDERAL/REGULATORY AGENCY HEAD OR STATE 

CJIS SYSTEMS OFFICER (CSO): 

 

*____________________________________    ______________________________ 

Signature       Print or Type 

 

*____________________________________    __________ 

Title             Date 

State CSO             
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FBI CJIS DIVISION: 

 

____________________________________ 

Signature – [Name] 

 

Assistant Director                               __________ 

Title      Date 

 

* If there is a change in the CJIS WAN interface agency official, the FBI Designated Federal      

Employee must be notified in writing 30 days prior to the change. 

5/27/2004 UA modification reflects change in CTO title to CSO. 
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